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goo

#0000000</dev/nuliD0O0O0O0OOOODOO

root@repo ~|# openssl s_client -connect wiki.annhe.net:443 -showcerts </dev/null | sed -ne '/-
BEGIN CERTIFICATE-/,/-END CERTIFICATE-/p' > annhe.pem
#O000000

root@repo ~|# openssl x509 -noout -text -in annhe.pem |grep -A 1 'Altern'
X509v3 Subject Alternative Name:

DNS:annhe.net, DNS:att.annhe.net, DNS:att.tecbbs.com, DNS:gg.annhe.net,
DNS:hnu.tecbbs.com, DNS:m.tecbbs.com, DNS:p.annhe.net, DNS:tecbbs.com, DNS:tmp.annhe.net,
DNS:wiki.annhe.net, DNS:www.annhe.net, DNS:www.tecbbs.com

XX EAUE

#0000 -VerifyDOODOODOODOOODOO
openssl s_server -cert test.pem -CAfile ca.pem -key test-key.pem -Verify 1

goboogooon

openssl s_client -connect 127.0.0.1:4433 -CAfile ca.pem

#O0ODODODOOO
ERROR

139826282153800:error:140890C7:SSL routines:SSL3_GET_CLIENT_CERTIFICATE:peer did not return a
certificate:s3_srvr.c:3312:

shutting down SSL
CONNECTION CLOSED

goboaonoo

openssl s_client -connect 127.0.0.1:4433 -cert admin.pem -key admin-key.pem -CAfile ca.pem

#O 00000
depth=1 C = CN, ST = Beijing, L = Beijing, O = Letv, OU = Scloud, CN = k8s.product
verify return:1

depth=0 C = CN, ST = Beijing, L = Beijing, O = system:masters, OU = Scloud, CN = admin
verify return:1

X EFAUEMIXSANIE BUR

NginxO O

ssl_certificate /usr/local/nginx/ssl/server.crt
ssl_certificate_key /usr/local/nginx/ssl/server.key

ssl_client_certificate /root/ssl/ca.pem
ssl_verify client on

OOSANO OO

root@repo ssl]# openssl x509 -noout -text -in test.pem |grep -A 1 "Alt"
X509v3 Subject Alternative Name:


http://wiki.nginx.org/NginxHttpSslModule#ssl_certificate
http://wiki.nginx.org/NginxHttpSslModule#ssl
http://wiki.nginx.org/NginxHttpCoreModule#server
http://wiki.nginx.org/NginxHttpSslModule#ssl_certificate_key
http://wiki.nginx.org/NginxHttpSslModule#ssl
http://wiki.nginx.org/NginxHttpCoreModule#server
http://wiki.nginx.org/NginxHttpSslModule#ssl_client_certificate
http://wiki.nginx.org/NginxHttpCoreModule#root
http://wiki.nginx.org/NginxHttpSslModule#ssl
http://wiki.nginx.org/NginxHttpSslModule#ssl_verify_client
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DNS:kubernetes.default, IP Address:127.0.0.1

OCcurlD000000000OcurlJcentos60 00000000 OOOODODO city-fan.orgD 0000
OO0O0DoOoocCA

root@repo ssl]# curl -s --cert ./admin.pem --key ./admin-key.pem --cacert ./ca.pem
"https://kubernetes.default" -v
Rebuilt URL to: https://kubernetes.default
Trying 127.0.0.1...
TCP_NODELAY
Connected to kubernetes.default (127.0.0.1) port 443 (#0)
Cipher selection: ALL:'EXPORT:'EXPORT40: EXPORT56:'aNULL:'LOW:'RC4:@STRENGTH
successfully certificate verify locations:
CAfile: ./ca.pem
CApath: none
TLSv1.2 (OUT), TLS handshake, Client hello (1):
TLSv1.2 (IN), TLS handshake, Server hello (2):
NPN, negotiated HTTP1.1
.ooo
Server certificate:
subject: C=CN; ST=Beijing; L=Beijing; O=Letv; OU=Scloud; CN=k8s.product
start date: Mar 22 02:17:00 2018 GMT
expire date: Mar 19 02:17:00 2028 GMT
subjectAltName: host "kubernetes.default" matched cert's "kubernetes.default"
* issuer: C=CN; ST=Beijing; L=Beijing; O=Letv; OU=Scloud; CN=k8s.product
* SSL certificate verify ok.
> GET /HTTP/1.1
> Host: kubernetes.default
> User-Agent: curl/7.59.0
> Accept: */*
>
< HTTP/1.1 200 OK

O0OAtrameC DO OIPOOOOODOOOO

* SSL: no alternative certificate subject name matches target host name '192.168.60.10'
000 CA:

* SSL certificate problem: unable to get local issuer certificate

OocADDODOOoOOoDboOg

root@repo ssl]# curl -s --cacert ./ca.pem "https://127.0.0.1" -v
Rebuilt URL to: https://127.0.0.1
Trying 127.0.0.1...
TCP_NODELAY
Connected to 127.0.0.1 (127.0.0.1) port 443 (#0)
Cipher selection: ALL:'EXPORT:'EXPORT40: EXPORT56:'aNULL:'LOW:'RC4:©STRENGTH
successfully certificate verify locations:
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CAfile: ./ca.pem
CApath: none
TLSv1.2 (OUT), TLS handshake, Client hello (1):
TLSv1.2 (IN), TLS handshake, Server hello (2):
NPN, negotiated HTTP1.1
LLOooad
SSL connection using TLSv1.2 / ECDHE-RSA-AES128-GCM-SHA256
Server certificate:
subject: C=CN; ST=Beijing; L=Beijing; O=Letv; OU=Scloud; CN=k8s.product
start date: Mar 22 02:17:00 2018 GMT
expire date: Mar 19 02:17:00 2028 GMT
subjectAltName: host "127.0.0.1" matched cert's IP address!
* issuer: C=CN; ST=Beijing; L=Beijing; O=Letv; OU=Scloud; CN=k8s.product
* SSL certificate verify ok.
> GET /HTTP/1.1
> Host: 127.0.0.1
> User-Agent: curl/7.59.0
> Accept: */*
>
< HTTP/1.1 400 Bad Request
< Server: nginx
< Date: Thu, 22 Mar 2018 08:30:08 GMT
< Content-Type: text/html
< Content-Length: 246

< Connection: close
<

<html>

<head><title>400 No required SSL certificate was sent</title></head>
<body bgcolor="white">

<center><h1>400 Bad Request</hl></center>

<center>No required SSL certificate was sent</center>
<hr><center>nginx</center>

</body>

</html>

* Closing connection 0

*TLSv1.2 (OUT), TLS alert, Client hello (1):

NG ESANAYNIR
O0D0D0O0OOSAN[cfssIDOcsrO 0O hosts 00O OOCNODOOOOOOO

[root@repo ssl]# curl -s --cert admin.pem --key admin-key.pem --cacert ./ca.pem "https://127.0.0.1"
-V

* SSL connection using TLSv1.2 / ECDHE-RSA-AES128-GCM-SHA256

* Server certificate:

* subject: C=CN; ST=Beijing; L=Beijing; O=Letv; OU=Scloud; CN=k8s.product

* start date: Mar 22 08:36:00 2018 GMT

* expire date: Mar 19 08:36:00 2028 GMT

* SSL: certificate subject name 'k8s.product' does not match target host name '127.0.0.1'
* stopped the pause stream!
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* Closing connection 0
* TLSv1.2 (OUT), TLS alert, Client hello (1):

O0000Okubernetes0 00000000 OOSAN

T
L]
P 28 ] 231
OO0 hello-worldD O OO QOO

¢ 1 kube Master + 2 kube Node

Docker0 00O OO ODOOODOObipd 20 Node bipd O 172.17.0.1/16

oodoooood

redis-slave replicas 20 200 NodeO 0 O O

redis-master replicas] 10 00 Nodel[

0 O O redis-slaved O O O O telnet redis-master-clusterIP 6379[JNodeld O O O Node2O O O

goodd

e DockerD OO QOO
e 2[0 Node O dockero O O O

goooood

O00000OKubernetesO OO OPodD OO ODODODOODDOODODOOO Pod
giPOo0000ooo0ooogoooooooooooooooon
O KubernetesO OO OO O OO

O000000O0O0O0ONodedOPodd0 00000000000 OONO
@ 01000 O Kubernetesd1 00 OPoddIPOO00O0OOOOOOODODOO

O02000000000PodOIPOOONodedIPODOOOOODOOOOO
OPod0OOOOOO

0000100000000 000Kubernetesd O O O O dockerod PO O
O0000000O0OONodeDOdockeroD DD DO ODODDOOOOOODOO
O0O00OO0O0OONodeD D DOODODOOODDDODOOODODOOODDOOOO
OO0O0OOKubernetesD OO OOOOOOFlannelDC ODOO0OO0OOOODOO

ServiceAccount

00000000000 ServiceAccountd O O O nginx-ingressO0 0 0 00 0O

kubectl describe pod nginx-ingress-ljy43

.Ié.rror syncing pod, skipping: failed to "StartContainer" for "nginx" with CrashLoopBackOff: "Back-off
20s restarting failed container=nginx pod=nginx-ingress-ljy43 default(2eld4c3a-1fa7-11e8-acld-
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fal68f21c6d7)"

O0pod0ODOOOOO

03/04 12:28:26 Failed to create client: open /var/run/secrets/kubernetes.io/serviceaccount/token:

no such file or directory.

00000000 ServiceAccount

HEERE
http://stackoverflow.com/questions/34464779/pod-mysql-is-forbidden-no-api-toke
n-found-for-service-account-default-default

To get your setup working, you can do the same thing local-up-cluster.sh is
doing:

Generate a signing key: openssl genrsa -out /tmp/serviceaccount.key 2048

Update /etc/kubernetes/apiserver:
KUBEAPIARGS="-serviceaccountkey file=/tmp/serviceaccount.key”

Update /etc/kubernetes/controller-manager:
KUBECONTROLLERMANAGERARGS="-serviceaccountprivatekey file=/tmp/service

account.key”

From

https://github.com/kubernetes/kubernetes/issues/11355#issuecomment-1273786

91

etcdA~Ne] RS20

O O etcd, kubectiD O O O

root@k8s.master ~|# kubect/ get po
client: etcd cluster is unavailable or misconfigured

gobooobooogd

15
kubectlzgs S Bitb 2

# yum install -y bash-completion

# locate bash_completion
usr/share/bash-completion/bash_completion

# source /usr/share/bash-completion/bash_completion
# source <(kubectl completion bash)


http://stackoverflow.com/questions/34464779/pod-mysql-is-forbidden-no-api-token-found-for-service-account-default-default
http://stackoverflow.com/questions/34464779/pod-mysql-is-forbidden-no-api-token-found-for-service-account-default-default
https://github.com/kubernetes/kubernetes/issues/11355#issuecomment-127378691
https://github.com/kubernetes/kubernetes/issues/11355#issuecomment-127378691
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OCprofile0 000COOO0DOO

root@k8s.master ~|# cat /etc/profile.d/kubectl.sh
source <(kubectl completion bash

i&Edocker bipS

root@k8s.node ~]# cat /etc/sysconfig/docker-network
# /etc/sysconfig/docker-network
DOCKER_NETWORK_OPTIONS='--bip="172.19.0.1/16"

dockeriZ R /&E

0 O 1630 O hub-mirror.c.163.com

nodeX A A fEM

kube-apiserver 00 nodel O kubeletd O O O O Ohttps://node-hostname:10250/0 0 0 000000 OO
O0000000O0dnsmasq OO0 000000000

k8s-node-resolv.sh

#!/bin/bash
#000000 k8s.node.1-1-1-1.xxx.comO OO O OO OO IPOO
#0000000000000O0OO0OOkubect! describe node nodeNamelD O O IPO O

dns
nodes=kubectl get node |awk 'NR>1{print $1}'
node in $nodes;
ip="echo $node |cut-f3-d"." |sed 's/-/./g'
echo "address=/$node/$ip"

dns >/tmp/k8snode.conf
diff -q /tmp/k8snode.conf /etc/dnsmasq.d/k8snode.conf
$?-ne0];
echo "update dnsmasq..."
dns > /etc/dnsmasq.d/k8snode.conf
systemctl restart dnsmasq.service


https://wiki.annhe.net/_export/code/01-%E5%9F%BA%E7%A1%80%E5%AD%A6%E4%B9%A0/%E8%AF%BB%E4%B9%A6/kubernetes%E6%9D%83%E5%A8%81%E6%8C%87%E5%8D%97/%E9%A6%96%E9%A1%B5?codeblock=15
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