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connreusemodel] 0 000 O O O ingress-nginx0 O 00 O
OOclusteriPOO00D0O0O0OO0OO0O0OODOOOOOOOO
0 0O 0O O O 1msfingress-nginxd O O ingress-nginx
OupstreamO O 0000

ooooooood

OO0 OOdockerD 00 DODOODOOODOODOODOO
OO0OOiptablesOSNATO OO OOOOOOODOOOO
OOpvsOOOOD0OOOOO

O net.ipv4.vs.connreusemoded D 0D OO 1000 0O

cooobOOobOobOOOobOobOoOobOOobOoboOoon
O

e [1 [ connreusemodel

0 O hipsfothuacomkubameeskubanetesisues 7074 7#ssusomment437558941

e [0 connreusemoded O

D a Ptms/,ghb cmmd)y/n‘oby/swe5/35082#$uecmmert419072026

EI—EI—EI—EI—EI—EI—D H
O O http://zh.linuxvirtualserver.org/node/294

fl\ conn_reuse_mode - INTEGER
& 1 - default

Controls how ipvs will deal with connections that are

detected
port reuse. It is a bitmap, with the values being:

0: disable any special handling on port reuse. The new

connection will be delivered to the same real server that
was

servicing the previous connection. This will effectively

disable expire_nodest _conn.

bit 1: enable rescheduling of new connections when it is
safe.

That is, whenever expire_nodest_conn and for TCP
sockets, when


https://wiki.annhe.net/_detail/%E8%BF%90%E7%BB%B4/kubernetes/issue/clusterip-vs-ingress.png?id=02-%E5%B7%A5%E7%A8%8B%E5%AE%9E%E8%B7%B5%3Akubernetes%3Aissue%3Aclusterip%E5%BB%BA%E8%81%94%E8%B6%851s%E9%97%AE%E9%A2%98
https://github.com/kubernetes/kubernetes/issues/70747#issuecomment-437558941
https://github.com/moby/moby/issues/35082#issuecomment-419072026
http://zh.linuxvirtualserver.org/node/294
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the connection is in TIME_WAIT state (which is only
possible if
you use NAT mode).

bit 2: it is bit 1 plus, for TCP connections, when
connections

are in FIN_WAIT state, as this is the last state seen by
load

balancer in Direct Routing mode. This bit helps on adding
new

real servers to a very busy cluster.

E S

forid in "seq 1 100" ;do curl -s "http://169.169.93.8" -0 /dev/null -w "%{time_connect} -
%{time_total}\n" ;done |awk '$3>0.1"

gobooobooobobooon
UPDATE20181104 00 [0 O

good

dd4ddd9of6-b2ptr:~# for id in “seq 1 100 ;do curl -s "http://169.169.218.191" -0 /dev/null -w
"%{time_connect} %{time_total}

\n";done |awk '$2>0.1" |wc -

13

agoo

[root@k8s-node-1 ~]# for id in "seq 1 100 ;do curl -s "http://169.169.218.191" -0 /dev/null -w
"%{time_connect} %{time_total}\n";done |awk '$2>0.1" |wc -I

0

[root@k8s-node-1 ~]# for id in "seq 1 100 ;do curl -s "http://169.169.218.191" -0 /dev/null -w
"%{time_connect} %{time_total}\n";done |awk '$2>0.1" |wc -|

0

O00000Opodipd 00O 0O O-connect-timeoutd 0000000 30s0 0

dd4dddof6-b2ptr:~# for id in “seq 1 100" ;do curl --connect-timeout 1 -s "http://172.20.17.50" -0
/dev/null -w "%{time_conne

ct} %{time_total}\n";done |awk '$2>0.1" |wc -I

16

OO000OOdpodip

[root@k8s-node-1 ~]# for id in "seq 1 100" ;do curl --connect-timeout 1 -s "http://172.20.17.50" -0
/dev/null -w "%{time_connect} %{time_total}\n";done |awk '$2>0.1" |wc -I
0
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O0000O0OclusteriPODOpodip0 00000000000 DOODOO0ODOODOOODOOODOODOOO
O00O0OOlocalportrange0 00000000 ab0 00O OOOclusteriPO0O0D0OOOOODOO

hairpin modefyx % ?
kubeletO O

W1015 15:36:28.344597 26031 docker service.go:545] Hairpin mode set to "promiscuous-bridge"
but kubenet is not enabled, falling back to "hairpin-veth"
11015 15:36:28.345008 26031 docker_service.go:238] Hairpin mode set to "hairpin-veth"

O0O0000»hairpin-veth O OO0 OOO0O0O0OO

If the effective hairpin mode is hairpin-veth, ensure the Kubelet has the permission to operate in /sys
on node. If everything works properly, you should see something like:

for intf in /sys/devices/virtual/net/cbrO/brif/*; do cat $intf/hairpin_mode; done
1

1

1

1

0 O O O calicoO O /sys/devices/virtual/net/tunlo/0 O O brif0 0 0 0O 0O O O O issue:

https://github.com/kubernetes/kubernetes/issues/45790#issuecomment-302539755
There's no special configuration required when using a veth without a bridge (e.g. calico, p2p).
Traffic hits the kube-proxy's Service DNAT rule, and is routed back to the Pod IP, and then gets
masqueraded.

hairpinmodeD D 00000000000 OOclusteriPO0 0000000 ODOOOOOOO

IPVS 3] 3R

000 https://github.com/moby/moby/issues/35082#issuecomment-340515934

TCP 169.169.218.191:80 rr

->172.20.2.48:80 Masq 1 O 1952

->172.20.10.56:80 Masq 1 O 1752
->172.20.16.45:80 Masq 1 1 1977
->172.20.17.50:80 Masq 1 O 1817
->172.20.21.59:80 Masg 1 O 1744
->172.20.31.149:80 Masg 1 2 1732
->172.20.37.19:80 Masg 1 1 1704
->172.20.38.35:80 Masq 1 O 1697
->172.20.39.71:80 Masq 1 O 1700
->172.20.40.47:80 Masq 1 O 1739
->172.20.41.47:80 Masq 1 O 1734
->172.20.42.67:80 Masg 1 O 1725
->172.20.44.50:80 Masg 1 O 1684


https://kubernetes.io/docs/tasks/debug-application-cluster/debug-service/#a-pod-cannot-reach-itself-via-service-ip
https://github.com/kubernetes/kubernetes/issues/45790#issuecomment-302539755
https://github.com/moby/moby/issues/35082#issuecomment-340515934
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000000 0: https://github.com/moby/moby/issues/35082 #issuecomment-382397654

domain-api-6fc6d88b8b-6zjtp: ~# netstat -ant |grep "169.169.218.191" |wc -|
17926

domain-api-6fc6d88b8b-6zjtp: ~# sysctl -a |grep "local_port_range"
net.ipv4.ip_local_port_range = 32768 61000
domain-api-6fc6d88b8b-6zjtp:~# exit

[root@k8s-node-1 ~]# sysctl -a |grep "local_port_range"
net.ipv4.ip_local_port_range = 2000 65000

000000 deploymentD O O securityContextO O net.ipv4.ip_local_port range [0 2000 2002,0 00 O O
OOOclusteriPO 0 0000000000000 00000000000 000O0DO0O00O0O0O0O0O0
goooooobooooon

* Rebuilt URL to: http://169.169.218.191/

* Trying 169.169.218.191...

* TCP_NODELAY set

* Immediate connect fail for 169.169.218.191: Address not available
* Closing connection 0

0.000000 0.000000

D000000000D000000DD0OO0
ipvs

e https://github.com/cloudnativelabs/kube-router/issues/544
https://github.com/cloudnativelabs/kube-router/issues/544#issuecomment-430682391
https://github.com/cloudnativelabs/kube-router/issues/544#issuecomment-431425219
https://tech.xing.com/a-reason-for-unexplained-connection-timeouts-on-kubernetes-docker-abd
041cf7e02

« https://serverfault.com/questions/558234/tcp-port-numbers-reused-and-tcp-retransmission

imeL



https://github.com/moby/moby/issues/35082#issuecomment-382397654
https://github.com/cloudnativelabs/kube-router/issues/544
https://github.com/cloudnativelabs/kube-router/issues/544#issuecomment-430682391
https://github.com/cloudnativelabs/kube-router/issues/544#issuecomment-431425219
https://tech.xing.com/a-reason-for-unexplained-connection-timeouts-on-kubernetes-docker-abd041cf7e02
https://tech.xing.com/a-reason-for-unexplained-connection-timeouts-on-kubernetes-docker-abd041cf7e02
https://serverfault.com/questions/558234/tcp-port-numbers-reused-and-tcp-retransmission
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gobodooo

155.156%, 218,191

35114, T 189, 189.716. 191 i71.20.42.59 T 66 B - 51855 [FIN, ACE] Seq=-8l3991432 Acke2 Win=27776 L&ns
A3, E1ETAR 173, 09,40 B 616, 314, 151 TCP &6 REALS - BR I:-CK Seged AckrR]1I9A14371 WinsIERI]l LensD Ty

£

e abddOO
e https://github.com/kubernetes/kubernetes/issues/65820
e https://kubernetes.io/zh/blog/2018/07/09/ipvs-based-in-cluster-load-balancing-deep-dive/

2518

B 0<clusterlP0 0 0000

S

0000000000000 OipvsOO.

O0000DOIp192.168.1.100, 0 0ipvsO0 000 000O0ONginx 00000000000 OODOOOOO
OnginxOOOvipOOOoOoOood

BRI PN +

gooooooooono
https://unix.stackexchange.com/questions/152331/how-can-i-create-a-virtual-ethernet-interface-on-a-

machine-without-a-physical-ad

# modprobe dummy

# ip link set name dummyO0 dev dummy0

# ip link show dummy0

33: dummy0: <BROADCAST,NOARP> mtu 1500 qdisc noop state DOWN mode DEFAULT
link/ether da:7c:6f:7f:43:a4 brd ff.ff.ff.ff.ff.ff

# ip link add name ipvs0 type dummy
# ip link show ipvsO
34: ipvs0: <BROADCAST,NOARP> mtu 1500 gdisc noqueue state DOWN mode DEFAULT
link/ether 6a:0b:d9:13:53:4d brd ff:ff:ff.ff.ff.ff
# ip addr add 192.168.1.100/32 dev ipvs0
# ip addr show ipvs0O
34: ipvs0: <BROADCAST,NOARP> mtu 1500 gdisc noqueue state DOWN
link/ether 6a:0b:d9:13:53:4d brd ff.ff:ff.ff.ff.ff
inet 192.168.1.100/32 scope global ipvs0
valid_Ift forever preferred_Ift forever


https://wiki.annhe.net/_detail/%E8%BF%90%E7%BB%B4/kubernetes/issue/domain-1.jpg?id=02-%E5%B7%A5%E7%A8%8B%E5%AE%9E%E8%B7%B5%3Akubernetes%3Aissue%3Aclusterip%E5%BB%BA%E8%81%94%E8%B6%851s%E9%97%AE%E9%A2%98
https://wiki.annhe.net/02-%E5%B7%A5%E7%A8%8B%E5%AE%9E%E8%B7%B5/kubernetes/issue/abreport
https://wiki.annhe.net/02-%E5%B7%A5%E7%A8%8B%E5%AE%9E%E8%B7%B5/kubernetes/issue/abreport
https://github.com/kubernetes/kubernetes/issues/65820
https://kubernetes.io/zh/blog/2018/07/09/ipvs-based-in-cluster-load-balancing-deep-dive/
https://unix.stackexchange.com/questions/152331/how-can-i-create-a-virtual-ethernet-interface-on-a-machine-without-a-physical-ad
https://unix.stackexchange.com/questions/152331/how-can-i-create-a-virtual-ethernet-interface-on-a-machine-without-a-physical-ad
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ipvsic &

00 O O https://www.cnblogs.com/liwei0526vip/p/6370103.html

0000 ipvs conntabbitsO 0000 0O OipvsO O

# cat /etc/modprobe.d/ip_vs.conf
options ip_vs conn_tab_bits=
# modprobe ip_vs

O 0O vip

# ipvsadm -A -t 192.168.1.100:80 -s rr
# ipvsadm -a -t 192.168.1.100:80 -r 10.112.35.99:80 -m -w 1

# ipvsadm -In

IP Virtual Server version 1.2.1 (size=
Prot LocalAddress:Port Scheduler Flags

-> RemoteAddress:Port Forward Weight ActiveConn InActConn
TCP 192.168.1.100:80 rr
->10.112.35.99: Masq

#10.112.35.990 0 O O vipd O O
route add -host 192.168.1.100/32 gw O O vipO O O ip

Cooooooooo
-A--add-serviceD DO OO DOD0OO0O0OODODOOOODOODOO
-t000tepd O

-ud O Oudpd O

-s --schedulerD 0000000 rr|wrr|lc|wlc|lIblb|Iblcr|dh|sh|sed|ng
0000000 wle

ipvsadm -a -t 192.168.3.187:80 -r 192.168.200.10:80 -m -w 1
-a--add-server0 000 00O00OCODOOODOOOOO

-t --tcp-service OO OO OOODODOtcpO O

-u --udp-service 0 00O O0O0O0OOudpd O

-r--real-server0 000000

-m --masquerading 0 0 LVSO O O 0O O NATO O
-w--weightDOOOOOO0O

-g --gatewaying0 O LvSO D0 O0O00O0OODO0O0O00OOLYSOOOOOO
Si—-ipip0OLVSOOOOOOOOOO
-pO0000O0D00OO0O0O0ODOOOOOOTrealserver0d0onoOn

0
O O https://mritd.me/2017/10/10/kube-proxy-use-ipvs-on-kubernetes-1.8/

00000 - masquerade-all O O : kube-proxy ipvs 0 O 0 NATO OO OO
0000 serviceOOkubernetesD O OO 0O0OOO0OO0ODOOOOODOOO
O Service IP(VIP)DOODOODOOODOOO NodeOOOOdsOODOOODO


https://www.cnblogs.com/liwei0526vip/p/6370103.html
https://mritd.me/2017/10/10/kube-proxy-use-ipvs-on-kubernetes-1.8/
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NodeO O PodO OO DO ODOOODO (OO kube-apiserver O 6443)0 0 0 0O O
rs000000Ivsnat0 0000 rsO00dsO00000O0OO0DOODO0O
O00000000dsO000000 kubernetesO vipO OO OO NodeO O
O000000000D00000 —masquerade-allCO0O00O0OOOO
0on

£

# ab -c100 -t300 -n20000000 -r http://192.168.1.100/b

This is ApacheBench, Version $Revision: $

Copyright Adam Twiss, Zeus Technology Ltd, http://www.zeustech.net
Licensed to The Apache Software Foundation, http://www.apache.org

Benchmarking 192.168.1.100 (be patient

Completed requests
Finished requests
Server Software: nginx/1.10.2

Server Hosthame: 192.168.1.100
Server Port:

Document Path: b
Document Length: bytes

Concurrency Level:

Time taken for tests: seconds
Complete requests:

Failed requests:

Write errors:

Non-2xx responses:

Total transferred: bytes

HTML transferred: bytes

Requests per second: #/sec] (mean)

Time per request: ms| (mean

Time per request: ms| (mean, across all concurrent requests
Transfer rate: Kbytes/sec]| received

Connection Times (ms
min mean|[+/-sd] median max
Connect:
Processing:
Waiting:
Total:

Percentage of the requests served within a certain ms
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longest request
goooooooon
conn_tab bits=12
00 O conntabbitsO O O O 12
# ipvsadm -In

IP Virtual Server version 1.2.1 (size=4096)
Prot LocalAddress:Port Scheduler Flags

-> RemoteAddress:Port Forward Weight ActiveConn InActConn
TCP 192.168.1.100:80 rr

->10.112.35.99:80 Masq 1 O 1
RN

# ab -c100 -t300 -n20000000 -r http://192.168.1.100/b

This is ApacheBench, Version $Revision: $

Copyright Adam Twiss, Zeus Technology Ltd, http://www.zeustech.net
Licensed to The Apache Software Foundation, http://www.apache.org

Benchmarking 192.168.1.100 (be patient

Completed requests
Finished requests
Server Software: nginx/1.10.2

Server Hosthame: 192.168.1.100
Server Port:

Document Path: b
Document Length: bytes

Concurrency Level:

Time taken for tests: seconds
Complete requests:

Failed requests:

Write errors:

Non-2xx responses:

Total transferred: bytes

HTML transferred: bytes

Requests per second: #/sec] (mean)

Time per request: ms| (mean

Time per request: ms| (mean, across all concurrent requests

Transfer rate: Kbytes/sec] received
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Connection Times (ms
min mean|[+/-sd] median max
Connect:
Processing:
Waiting:
Total:

Percentage of the requests served within a certain ms

longest request

0 conntabbits=200 O O O

net.ipv4d.vs.conntrack
000000 Okubernetest net.ipv4.vs.conntrack0 10 0 0 000D Odo0do100000O

# ab -c100 -t300 -n20000000 -r http://192.168.1.100/b

This is ApacheBench, Version 2.3 <$Revision: 1430300 $>

Copyright 1996 Adam Twiss, Zeus Technology Ltd, http://www.zeustech.net/
Licensed to The Apache Software Foundation, http://www.apache.org/

Benchmarking 192.168.1.100 (be patient)
Completed 2000000 requests
Finished 2995789 requests

Server Software: nginx/1.10.2
Server Hostname: 192.168.1.100
Server Port: 80

Document Path: /b

Document Length: 3650 bytes

Concurrency Level: 100
Time taken for tests: 300.000 seconds
Complete requests: 2995789

Failed requests: 1
(Connect: 1, Receive: 0, Length: 0, Exceptions: 0)
Write errors: 0

Non-2xx responses: 2995814

Total transferred: 11452995995 bytes

HTML transferred: 10934720173 bytes
Requests per second: 9985.95 [#/sec] (mean)
Time per request: 10.014 [ms] (mean)
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Time per request: 0.100 [ms] (mean, across all concurrent requests)

Transfer rate: 37281.85 [Kbytes/sec] received

Connection Times (ms)

min mean[+/-sd] median max
Connect: 0 4 54 4 1014
Processing: 1 6 35 5 229
Waiting: 0 4 20 4 207
Total: 2 10 65 10 1018

Percentage of the requests served within a certain time (ms)
50% 10

66% 11

5% 11

80% 12

90% 13

95% 15

98% 18

99% 20

100% 1018 (longest request)

goobogd

IR N AT IR

aoo

e https://kubernetes.io/zh/blog/2018/07/09/ipvs-based-in-cluster-load-balancing-deep-dive/
e https://mritd.me/2017/10/10/kube-proxy-use-ipvs-on-kubernetes-1.8/

10

e https://docs.google.com/document/d/1YEBWR4EWeCEWwxufXzRM0e82| IYYzIXQiSayGaVQ8M/ed

it

00000 — masquerade-all 0 O : kube-proxy ipvs 0 OO NATO OO OO O OO

O serviceO Okubernetes 000000000000 OOOOOOO Service

IPVIPPOODODOODOODODOODO NodeOO OO dsOOOOOO Noded O Pod O

O000000(@0O kube-apiserverd 6443)0 0000 rsOODO0OODO Ivs natO
&3 OO0O0D0rs000dsO00000O0D0ODOO0OO00OODOODOOODOdsOODOO0

O kubernetesO vipO OO OO NodeODOOOOOOODODODOOODOODOO

— masquerade-all 00000000 OOOODO

00000000 clusterCIDRO O O O O -masquerade-all

"clusterCIDR": 0 O O kube-controller-manager O --cluster-cidr 0 O O O O O kube-
e proxy 0 0 --cluster-cidr0 0000000000 OOO --cluster-cidr<wrap em>
@ 0 </wrap> --masquerade-all 0 O O kube-proxy 0 0 0O 0O O Service IPO 0O O O SNAT[

<

/WRAP>


https://kubernetes.io/zh/blog/2018/07/09/ipvs-based-in-cluster-load-balancing-deep-dive/
https://mritd.me/2017/10/10/kube-proxy-use-ipvs-on-kubernetes-1.8/
https://docs.google.com/document/d/1YEBWR4EWeCEWwxufXzRM0e82l_lYYzIXQiSayGaVQ8M/edit
https://docs.google.com/document/d/1YEBWR4EWeCEWwxufXzRM0e82l_lYYzIXQiSayGaVQ8M/edit

clusterlPO O O 1s0 O

O0000000k8s noded OO clusterlPO 00 OO OO O tunlOfjcalicoD O O O

O0000ip0000D0OOoO0O0o00n

k8s

Filter: | tcp.stream eq 472

No. Time Source Destination
3007 16:42:47.100316 172.20.23.1 172.20.30.17
3011 16:42:47 172.20.30.17 172.20.23.1
3012 16:42 172.20.23.1 172.20.30.17
3013 16:42 172.20.23.1 172.20.30.17
3014 16:42 172.20.30.17 172.20.23.1
3015 16:42 172.20.30.17 172.20.23.1
3016 16:42 172.20.23.1 172.20.30.17
3017 16:42 172.20.23.1 172.20.30.17
3018 16:42:47.102514 172.20.30.17 172.20.23.1
3019 16:42:47.102560 172.20.23.1 172.20.30.17

O Oipvs

vip

DExpressionm GEor ook, S

Protocol
Tcp
Tcp
Tcp
HTTP
Tcp
HTTP
Tcp
Tcp
Tcp
Tcp

Length Info

94 22441-80 [sYN] seq=0 win=43690 Len=0 M55=65495 SACK_PERM=1 Tsval=1915797;
94 80-22441 [syN, ACK] Seq=0 Ack=1 win=27760 Len=0 M55=1400 SACK_PERM=1 TSvi
86 2244180 [ACK] seq=1 Ack=l win=43776 Len=0 Tsval=1915797722 Tsecr=191534(
165 GET /b HTTP/1.1

86 80+22441 [ACK] Seq=1 Ack=80 Win=27776 Len=0 TSval=1915346612 TSecr=19157!
396 HTTP/1.1 404 Not Found (text/html)

86 2244180 [ACK] Seq=80 Ack=311 Win=44800 Len=0 Tsval=1915797723 Tsecr=191!
86 22441-80 [FIN, ACK] 5eq=80 Ack=311 win=44800 Len=0 Tsval=1915797723 Tsec!
86 80-22441 [FIN, ACK] Seq=311 Ack=81 win=27776 Len=0 Tsval=1915346613 Tsec!
86 22441-80 [ACK] seq=81 Ack=312 win=44800 Len=0 Tswal=1915797723 Tsecr=191!

M pvs-lpcap [Wireshark 1124 (v1.124-0-gb4861da from master-1.12)]
Fle Edt Miew Go Capture Analyze Statistics Telephony Tools Internals Help

COABEIBERE AEPDT L Qeab| @Hmi
iz iz cn 51 EIExpress\Dn.. Clear Apply " Save
No. Time Source Destination

2886 16:50:15.146491 192.168.1.100 10.112.35.99

2889 16:50:15.147094 10.112.35.99 192.168.1.100

2890 16:50:15.147187 192.168.1.100 10.112.35.99

2892 16:50:15.147303 192.168.1.100 10.112.35.99

2893 16:50:15.147494  10.112.35.99 192.168.1.100

2894 16:50: 10.112.35.99 192.168.1.100

2895 16:50: 192.168.1.100 10.112.35.99

2896 16:50: 10.112.35.99 192.168.1.100

2897 16:50:15.147753 192.168.1.100 10.112.35.99

2898 16:50:15.147775 10.112.35.99 192.168.1.100

2899 16:50:15.147839 1092.168.1.100 10.112.35.99

2900 16:50:15.148116 192.168.1.100 10.112.35.99

2901 16:50:15.148463 10.112.35.99 192.168.1.100

2902 16:50:15.148514 192.168.1.100 10.112.35.99

Protocol
TCP
TCP
TCP
HTTP
TCP
TCP
TCP
TCP
TCP
HTTP
TCP
TCP
TCP
TCP

B

Length Info
74 34445-80 [SYN] Seq=0 Win=43690 Len=0 M55=65495 SACK_PERM=1 TSval=1963745(
74 8034445 [SYN, ACK] Seq=0 Ack=1 win=28960 Len=0 MSS=1460 SACK_PERM=1 TSwv:
66 34445-80 [ACK] Seq=1 Ack=1 Win=43776 Len=0 Tsval=1963745069 Tsecr=1963391
144 GET /b HTTR/1.1
66 8034445 [ACK] Seq=1 Ack=79 win=29056 Len=0 Tsval=1963391776 Tsecr=196374
1514 [TCP segment of a reassembled PDU]
66 34445-80 [ACK] seq=79 Ack=1449 win=46592 Len=0 Tsval=1963745069 Tsecr=19¢
1514 [TCP segment of a reassembled PDU]
66 3444580 [ACK] Seq=79 Ack=2897 Win=49536 Len=0 T5val=1963745069 TSecr=18¢
998 HTTP/1.1 404 Not Found (text/html)
66 34445-80 [ACK] Seq=79 Ack=3829 Win=52480 Len=0 T5val=1963745069 TSecr=19¢
66 34445-80 [FIN, ACK] Seq=79 Ack=3829 win=52480 Len=0 TSval=1963745070 TSec
66 80-~34445 [FIN, ACK] Seq=3829 Ack=80 win=29056 Len=0 Tsval=1963391777 TSec
66 34445-80 [ACK] Seq=80 Ack=3830 Win=52480 Len=0 TSval=1963745070 Tsecr=19¢

OOipvsO OO Osnatd OO rsO0vipO OO

#iptables -t nat -A POSTROUTING -s 192.168.1.0/24 -j SNAT --to-source 10.112.35.104

BREM

O0k8sOOOO

# ab -c100 -t300 -n20000000 -r http://192.168.1.100/b

This is ApacheBench, Version 2.3 <$Revision; 1430300 $

Copyright 1996 Adam Twiss, Zeus Technology Ltd, http://www.zeustech.net
Licensed to The Apache Software Foundation, http://www.apache.org

Benchmarking 192.168.1.100 (be patient

apr_pollset_poll: The timeout specified has expired (70007

Total of 64517 requests completed

00000000000 netipv4.iplocalport range0 00000000000
[0 200000 6500000 0 O O 3276801 610000 DD DO O DD OOODODDOO3DOOOO

keepalive

O00OOkeepaliveD DO O0OD0OK8sOODOOODODOOOO

# ab -c100 -t300 -n20000000 -r -k http://192.168.1.100/b
This is ApacheBench, Version 2.3 <$Revision: 1430300 $>

11
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Copyright 1996 Adam Twiss, Zeus Technology Ltd, http://www.zeustech.net/
Licensed to The Apache Software Foundation, http://www.apache.org/

Benchmarking 192.168.1.100 (be patient)
Completed 2000000 requests

Completed 4000000 requests

Completed 6000000 requests

Completed 8000000 requests

Finished 8748252 requests

. Server Software: nginx/1.10.2
Server Hostname: 192.168.1.100
Server Port: 80

Document Path: /b
Document Length: 3650 bytes

Concurrency Level: 100

Time taken for tests: 300.000 seconds

Complete requests: 8748252

Failed requests: 0

Write errors: 0

Non-2xx responses: 8748301

Keep-Alive requests: 8660823

Total transferred: 33488010519 bytes

HTML transferred: 31931250086 bytes

Requests per second: 29160.81 [#/sec] (mean)
Time per request: 3.429 [ms] (mean)

Time per request: 0.034 [ms] (mean, across all concurrent requests)
Transfer rate: 109010.32 [Kbytes/sec] received

Connection Times (ms)

min mean[+/-sd] median max
Connect: 0 0 19 0 1007
Processing: 0 3 149 2 611
Waiting: 0 2 18 2 420
Total: 0 3151 2 1011

Percentage of the requests served within a certain time (ms)
50%
66%
75%
80%
90%
95%
98%
99%
100% 1011 (longest request)

~NOoO o1 wWwwhNhN



clusterlPO O O 1s0O0 O 13

k8sHHysnat
# iptables -vnL -t nat

Chain KUBE-MARK-MASQ (3 references
pkts bytes target  prot opt out source destination
MARK all -- 0.0.0.0 0.0.0.0 MARK or 0x4000

Chain KUBE-NODE-PORT (1 references

pkts bytes target  prot opt out source destination
KUBE-MARK-MASQ all -- 0.0.0.0 0.0.0.0
ﬁ Chain KUBE-POSTROUTING (1 references
pkts bytes target  prot opt out source destination
MASQUERADE all -- 0.0.0.0 0.0.0.0 kubernetes service
traffic requiring SNAT */ mark match 0x4000/0x4000
MASQUERADE all -- 0.0.0.0 0.0.0.0 Kubernetes endpoints
dst ip:port, source ip for solving hairpin purpose “/ match-set KUBE-LOOP-BACK
dst,dst,src

Chain KUBE-SERVICES (2 references

pkts bytes target  prot opt out source destination
KUBE-NODE-PORT all -- 0.0.0.0 0.0.0.0 Kubernetes
nodeport TCP port for masquerade purpose “/ match-set KUBE-NODE-PORT-TCP dst
KUBE-MARK-MASQ all -- 172.20.0.0 0.0.0.0 Kubernetes
service cluster ip + port for masquerade purpose “/ match-set KUBE-CLUSTER-IP dst,dst
ACCEPT all -- 0.0.0.0 0.0.0.0 match-set KUBE-CLUSTER-IP
dst,dst

MASQUERADE[ SNATO 0 O

000000 0snatD OO0 00D0O0OO00O0D0O0ODOODOSsnat]
O

Q@iptablesI D0 OSNATOOOOOO0O0O0O0O0OOOOOODOSNAT
O00000ip0 000000000000 0D0OO0O00OO OO0
O000000D010.8.0.00 0000 0OSNATO 192.1685.30ip0 0 00O 0O O

@ iptables-t nat -A POSTROUTING -s 10.8.0.0/255.255.255.0 -0 eth0 -j SNAT --to-
sourcel92.168.5.3

O0000000D10.8.000000 0 OSNAT
[1192.168.5.3/192.168.5.4/192.168.5.50 O D ip0 O O O O

iptables-t nat -A POSTROUTING -s 10.8.0.0/255.255.255.0 -0 ethQ -j SNAT --to-
sourcel92.168.5.3-192.168.5.5

OOOSNATOOOOOOOOONATODOODOODODOONATOOOD
O00O0O0OOOSNATOOOODOOOOO0O00OD0ODDODODOSNATO ipO
OO0000ODOO0O0OADSLOOOOODOO0OOODOOODOO
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HEAZ
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0ip192.168530 00000000000 0O0O0OODODODO192.1685.3
0192168550 00 00000000 0O0OOOO0OODOOOO
Diptables0 0000000 D0OOCOO0OOOOOOODOOOOOOO

Oiptables0 00 0ip0 0000000000000 OOOOOOO
O00O0O00Oiptables0 0000000 0IPOOODOIPOOOOOOO
gooo

MASQUERADED 00O O OO0ODOOOCOO0OOOOOOODOOOO
O000000000pOO00ONATO DODOOOOOD

iptables-t nat -A POSTROUTING -s 10.8.0.0/255.255.255.0 -0 ethO -j
MASQUERADE

O00000O0OD0ODOOOSNATOODpOODOOCODOethoDOOOOO
0000 0OipdMASQUERADED O O O O ethod O O ip0 O O O O SNAT
OO0000DO0O00O0ODOO0OOSNATODOODO

0 O O siaisjack O O O CSDN O
0O O https://blog.csdn.net/jk110333/article/details/82298280 0 0 O O
dooooooooooooooboooo

3

e https://jsravn.com/2017/12/24/ipvs-with-kubernetes-ingress/

https://github.com/cloudnativelabs/kube-router/issues/544
https://github.com/moby/moby/issues/35082
https://github.com/moby/moby/issues/35082#issuecomment-419072026

connreusemode default1. 0000 00O QO30 0000000

ooooad
https://github.com/kubernetes/kubernetes/issues/70747 #issuecomment-4375589

41

={FH

« https://github.com/cloudnativelabs/kube-router/issues/544#issuecomment-431553

463

Our tests showed that disabling reuse with ‘net.ipv4.vs.conn_reuse_mode=0" will
interfere with scaling. When adding more pods in a high traffic scenario the traffic will
stick to the old and overloaded pods and when scaling down, the traffic will be send to
non existent pods.

OO0DooouTcon


https://blog.csdn.net/jk110333/article/details/8229828
https://jsravn.com/2017/12/24/ipvs-with-kubernetes-ingress/
https://github.com/cloudnativelabs/kube-router/issues/544
https://github.com/moby/moby/issues/35082
https://github.com/moby/moby/issues/35082#issuecomment-419072026
https://github.com/kubernetes/kubernetes/issues/70747#issuecomment-437558941
https://github.com/kubernetes/kubernetes/issues/70747#issuecomment-437558941
https://github.com/cloudnativelabs/kube-router/issues/544#issuecomment-431553463
https://github.com/cloudnativelabs/kube-router/issues/544#issuecomment-431553463
https://wiki.annhe.net/_detail/%E8%BF%90%E7%BB%B4/kubernetes/issue/hpa_prize.png?id=02-%E5%B7%A5%E7%A8%8B%E5%AE%9E%E8%B7%B5%3Akubernetes%3Aissue%3Aclusterip%E5%BB%BA%E8%81%94%E8%B6%851s%E9%97%AE%E9%A2%98
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250 ms
200 ms
150 ms
100 ms
50 ms
0ms

21:40 21:50 22:00 22:10 22:20

AJRERIARIRTT SR

0 expirenodestconn] O O O

/proc/sys/net/ipv4/vs/expirenodestconn

OOopDoodOoLVSODODOOOODOoOOoRSOODODOOOOOO
0000000000000 O0ODOO0OO0ODOOoDOOoOoOogRrsSOOd
OO0O0OClientORSsocketD OO O OO0 OOOOODOO OO
ddodiygooooooo boo

expire_nodest_conn - BOOLEAN

0 - disabled (default)
not 0 - enabled

The default value is 0, the load balancer will silently drop
packets when its destination server is not available. It may
be useful, when user-space monitoring program deletes the
destination server (because of server overload or wrong
detection) and add back the server later, and the connections
to the server can continue.

If this feature is enabled, the load balancer will expire the
connection immediately when a packet arrives and its
destination server is not available, then the client program

15
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1

will be notified that the connection is closed. This is
equivalent to the feature some people requires to flush
connections when its destination is not available.
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