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dnsmasq s frtunlOjo) 5

tunloO 000000000000 000)YO0OdO0dnsmasq O OO0O0000ODOOCOO0OODO.

000000 tunloD OO tunloC O O
O O /etc/resolv.confO O O O 0 nameserver 0 O 0O
' Odnsmasq0 00O 00O OO0 O /custom/resolv.conf O
0 0000000000 dnsmasqO O OO0
O O initContainerd O /etc/resolv.confO O 127.0.0.1
01720 0ip000O.

OO0 tunloO DO

1. 00 coredns 0 O 0O OO /custom/resolv.confd O O O dnsmasqd O O O
2. 00OcorednsOD 00O OO0
3. dnsmasq OO Otunlod OO0 O puppetbased DO OO OO0

proxy|o] 23
OOcoreDNSlogD DO O O0OOOOOODO

2018/10/29 15:23:30 [ERROR] 2 10142s.redis.cloud.com. A: unreachable backend: read udp
127.0.0.1:48803-&9t;127.0.0.1:53: i/o timeout

2018/10/29 15:23:30 [ERROR] 2 10142s.redis.cloud.com. AAAA: unreachable backend: read udp
127.0.0.1:46454-&9t;127.0.0.1:53: i/o timeout

2018/10/29 15:23:30 [ERROR] 2 internal.scloud.cloud.com. AAAA: unreachable backend: read udp
127.0.0.1:52533-&gt;127.0.0.1:53: i/o timeout

2018/10/29 15:23:30 [ERROR] 2 internal.scloud.cloud.com. AAAA: unreachable backend: read udp
127.0.0.1:40510-

00 proxyd O O . fetc/resolv.conf O O noded O O O dnsmasqg O 0 127.0.0.10 /etc/resolv.confdl O O
00 1270010 000 00 Odnsmasqd O tunl0 IPO O O O coreDNSO O proxy tunl0 IPQO O O tunlO IP
goooooon

Update

0 O O dnsPolicyd Defaultd O O O podd O O nodel /etc/resolv.confld

O hostNetworkD podd O 0 0 0 127.0.0.10 Odnsd O O O 0O O O O noded
O /etc/resolv.confd O tunlO IPO 0 127.0.0.10 0 O O O O O O corednsd O O
0000000000000 00O0/custom/resolv.confO OO 00O
Otunl0OIPODO0O0OOOO0O0ODODOODOO /etc/resolv.conf0 DO O O O

O .dnsPolicyd O

puppet 0 000 0O O 0O O tunloO


https://wiki.annhe.net/02-%E5%B7%A5%E7%A8%8B%E5%AE%9E%E8%B7%B5/kubernetes/issue/dnspolicy%E9%97%AE%E9%A2%98
https://wiki.annhe.net/02-%E5%B7%A5%E7%A8%8B%E5%AE%9E%E8%B7%B5/kubernetes/issue/dnspolicy%E9%97%AE%E9%A2%98
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Facter.add(:tunlO_ip

setcode
x!/sbin/ip add |grep "global tunl0" lhead -n 1 |awk '{print $2}"' |cut -f1
i | E d'/'}.chomp
O000O00OOcorednsO00C0O0O00DODO127.001530 00000000
! D0O0odgdifotimeoutU 000000 OO

initContainer5 T,

O O initContainerd O custom resolv.conf

--- a/kubernetes/files/etc/kubernetes/manifests/coredns/coredns.yaml
+++4 b/kubernetes/files/etc/kubernetes/manifests/coredns/coredns.yaml
@@ -57,6 +57,7 @@ data:
Corefile: |
53
errors
+ log
health
kubernetes cluster.local in-addr.arpa ip6.arpa
pods insecure
@@ -64,7 +65,7 @@ data:
fallthrough in-addr.arpa ip6.arpa

prometheus :9153

- proxy . /etc/resolv.conf

+ proxy . /custom/resolv.conf
cache 30
reload

@@ -104,6 +105,18 @@ spec:
effect: NoSchedule
- key: "CriticalAddonsOnly"
operator: "Exists"
+  initContainers:
+ - name: resolv
+ image: alpine:3.8
“F imagePullPolicy: IfNotPresent
+ command:
+ - sh
TF = =(C
+ #0 0 calicod pod default gwd 00 0 169.254.1.10 0 0O 0 O O routed O O tunlod O O O O flannelO
0 O O route
i - "echo $MY_POD _IP |awk -F "." {print \"nameserver \"$1\".\"$2\".\"$3\".1\"}' |head -n 1 >
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/custom/resolv.conf; grep '“nameserver ' /etc/resolv.conf |grep -v '127.0.0.1' >>
/custom/resolv.conf"
+ env:
- name: MY_POD _IP

valueFrom:

fieldRef:
fieldPath: status.podIP

volumeMounts:
- name: resolv

mountPath: /custom

+ 4+ + + + + + +

containers:
- name: coredns
image: coredns:1.1.3
@@ -119,6 +132,9 @@ spec:
- name: config-volume
mountPath: /etc/coredns
readOnly: true

+ - name: resolv
+ mountPath: /custom
+ readOnly: true
ports:
- containerPort: 53
name: dns

@@ -148,6 +164,8 @@ spec:
readOnlyRootFilesystem: true
dnsPolicy: Default

volumes:
+ - name: resolv
“F emptyDir:
- name: config-volume
configMap:

name: coredns

loopf@fF

0000 00D O coreDNS loopO O O https://coredns.io/plugins/loop/0 0O O O

O00OOlocaldnsO0 00 00O00O0Odnsmasqg0 0000000
dnsmasqfic &

#00IPOOOOOOOOOO

# interface 0 O O listen-addressO0 00 000000
#0000000 interffacc0 0000000
listen-address=127.0.0.1

#000000000000 loODOOOOOO™*OODOO
#000000000000"th1:0"00 00 listen-address0 00 0O
#interface=wlp2s0

interface=tunl0

#0 000000000 interface0 000 O O interface=wlp2s0 [


https://coredns.io/plugins/loop/
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#00000O00O0bOOOoO0booOOo=s5300d
#0000DLb00O0bobOOoOoon

#0 0000000000000 IPOOOOOOOdnsOO0O0O
bind-interfaces

O O : http://blog.51cto.com/laoding/1883469
ZFHAAAAER

e 00O 0ODOOAAAA Query ?
e coreDNSO O AAAA?

o

e https://mp.weixin.qq.com/s/z7PaTk7pu5ZMyXYbg9lY-Q

O0000000O00dnsD0000000ooooooooogoooibCbogonooooooonod

O00000dnsO000O00OO00ODOQOO time dig AAAA baidu.comOdO1s000000000O0OO
OAAAAD OO

¢ https://kubernetes.io/docs/concepts/services-networking/dns-pod-service/#pods-dns-config
e option single-request

o https://unix.stackexchange.com/questions/373881/how-to-disable-dns-aaaa-queries-on-an
-ipv4-only-host

single-request0 D0 OO OAODAAAAD D DD OODOODOOODOODO
OO0O0O0OdnsOOOOcoredns0 00000000 D0OOOOOOODOO
O0000O0AAAADOOOOOOOO

single-request (since glibc 2.10)

Sets RES_SNGLKUP in _res.options. By default, glibc
performs IPv4 and IPv6 lookups in parallel since

it version 2.9. Some appliance DNS servers cannot handle
these queries properly and make the requests time out.
This option disables the behavior and makes glibc
perform the IPv6 and IPv4 requests sequentially (at the
cost of some slowdown of the resolving process).

https://community.hpe.com/t5/Networking/Can-I-disable-IPv6-lookup-whe
n-querying-DNS/m-p/4714807#M46999

IPv6 is embedded in very unexpected ways, haphazard is my take on it. |

& recently had to eliminate all IPv6 client and server responses for an
(probably misguided) auditor. If you're running 11.11, you can probably
remove the IPv6 patches and products with success.


http://blog.51cto.com/laoding/1883469
https://mp.weixin.qq.com/s/z7PaTk7pu5ZMyXYbg9lY-Q
https://kubernetes.io/docs/concepts/services-networking/dns-pod-service/#pods-dns-config
http://https://wiki.archlinux.org/index.php/Domain_name_resolution#Hostname_lookup_delayed_with_IPv6
https://unix.stackexchange.com/questions/373881/how-to-disable-dns-aaaa-queries-on-an-ipv4-only-host
https://unix.stackexchange.com/questions/373881/how-to-disable-dns-aaaa-queries-on-an-ipv4-only-host
https://community.hpe.com/t5/Networking/Can-I-disable-IPv6-lookup-when-querying-DNS/m-p/4714807#M46999
https://community.hpe.com/t5/Networking/Can-I-disable-IPv6-lookup-when-querying-DNS/m-p/4714807#M46999
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nsswitch.conf MUST have:
ipnodes: files

to avoid DNS issues. Some DNS servers do not support IPv6 and some are
just not configured for IPv6 support, all causing DNS resolution delays.

Ct But for 11.23 and 11.31, | discovered that getipnodebyname,
getipnodebyaddr, gethostint, getaddrinfo all have IPv6 embedded with
nothing to turn that 'feature' off.

icmp will try IPv6 and if fails, IPv4 only when there is a DNS server
declared in resolv.conf.

BiETS
k8sO O O /etc/resolv.confO O O O

nameserver 169.169.0.2
search intra.svc.cluster.local svc.cluster.local cluster.local
options ndots:5

OO0ndotsOD 000000000 0ODODOOOOS0000searchD000D0OOO0O

search Search list for host-name lookup.

The search list is normally determined from the local domain name; by default, it
contains only the local domain name. This may be changed by listing the desired
domain search path following the search keyword with spaces or tabs separating
e the names. Resolver queries having fewer than ndots dots (default is 1) in them

@ will be attempted using each component of the search path in turn until a match
is found. For environments with multiple subdomains please read options ndots:n
below to avoid man-in-the-middle attacks and unnecessary traffic for the root-
dns-servers. Note that this process may be slow and will generate a lot of
network traffic if the servers for the listed domains are not local, and that queries
will time out if no server is available for one of the domains. The search list is
currently limited to six domains with a total of 256 characters.

corednsD 00000 O000D0OODOO0OOOOOOODOO

kubernetes issue[lhttps://github.com/kubernetes/kubernetes/issues/14051#issuecomment-140813186

K&

Q O00OO0dnsOO000D0O0O000D0OO0OO0O0O0O0OdnsOO


https://github.com/kubernetes/kubernetes/issues/14051#issuecomment-140813186
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O https://kubernetes.io/docs/tasks/administer-cluster/dns-horizontal-
o autoscaling/D 0 0000 O OO OHPA?

dnsO 0O 0O OO https://github.com/kubernetes-incubator/cluster-proportional-autoscaler 0 0 0 0 O O

O00000OOcorednsD 00000000000 DODOOODODOODODOODOcoredns replicasd 00O
O0DODOOHPAOOOOcpuO O OO

OOHPADOODOODO

¢ https://my.oschina.net/jxcdwangtao/blog/1581879
e https://github.com/coredns/deployment/issues/98

ESIME
1E77

IR

O00000000sdnsO0bugd OO O corednsd O

&

OOcnamed 0000000000000 0ODO0OO0DOODOOOOOdIQOOOODOanswer sectionO OO
OAODODOO

*.b.com->A->10.0.0.1
a.c.cn -> CNAME -> random.b.com

gbobogobbcnamed DD OO0OD0ODOOOOOOO

e https://github.com/coredns/coredns/issues/1864


https://kubernetes.io/docs/tasks/administer-cluster/dns-horizontal-autoscaling/
https://kubernetes.io/docs/tasks/administer-cluster/dns-horizontal-autoscaling/
https://github.com/kubernetes-incubator/cluster-proportional-autoscaler
https://my.oschina.net/jxcdwangtao/blog/1581879
https://github.com/coredns/deployment/issues/98
https://github.com/coredns/coredns/issues/1864
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