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e https://mritd.me/2018/01/07/kubernetes-tls-bootstrapping-note/

TLS bootstrapping
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managerJ 000000000000 0O0OQOO kube-controller-manager 0 0 O O
000001700000 0O00000O0O0OLL7000)kube-controller-manager O
000000 — experimental-cluster-signing-duration0 00000000000
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TLS bootstrapping only sets up api client certificates for the kubelet currently. If
you want a serving cert for the kubelet that is signed by the apiserver's -kubelet-
certificate-authority you must provide it. Otherwise the kubelet generates a self-
signed serving cert.

https://github.com/kubernetes/kubernetes/issues/63164

root@k8s-master-etcd.10-12-3-12 cert]# openssl verify -CAfile ca.pem kubelet.crt
kubelet.crt: CN = 10.12.3.12©1535266843

error 20 at 0 depth lookup:unable to get local issuer certificate
root@k8s-master-etcd.10-12-3-12 cert|#

root@k8s-master-etcd.10-12-3-12 cert]# openssl verify -CAfile ca.pem kubelet-client-
current.pem

kubelet-client-current.pem: OK

O O TLS bootstrappingd O O kubeletD OO O OO OservingcertO OO OO0 OO0
O O metrics-server 00 O kubelet 102500 D O OO0 OO0 OO OO “ x509: certificate
signed by unknown authority” 0O 0O 0O O O O O metrics-serverd O &insecure=true

UERER

00 cfsslO O

CAO DO

snippet.bash

# cfssl gencert -initca ca-csr.json |cfssljson -bare ca


https://mritd.me/2018/01/07/kubernetes-tls-bootstrapping-note/
https://github.com/kubernetes/kubernetes/issues/63164
https://wiki.annhe.net/_export/code/02-%E5%B7%A5%E7%A8%8B%E5%AE%9E%E8%B7%B5/kubernetes/tls?codeblock=1
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gooogd

snippet.bash

# cfssl gencert -ca=ca.pem -ca-key=ca-key.pem -config=ca-config.json -profile=k8sdev etcd-
csr.json |cfssljson -bare etcd

ca-config.json

snippet.json

{
"signing": {
"default": {
"expiry": "87600h"
}h
"profiles": {
"k8sdev": {
"expiry": "87600h",
"usages": [
"signing",
"key encipherment",
"server auth”,
“client auth"

ca-csr.json

snippet.json

{
"CN": "k8sdev",

"key": {
"algo": "rsa",
"size": 2048
H,
"names": [
{
"C": "CN",
"ST": "Beijing",
"L": "Beijing",
"O": "k8s",


https://wiki.annhe.net/_export/code/02-%E5%B7%A5%E7%A8%8B%E5%AE%9E%E8%B7%B5/kubernetes/tls?codeblock=2
https://wiki.annhe.net/_export/code/02-%E5%B7%A5%E7%A8%8B%E5%AE%9E%E8%B7%B5/kubernetes/tls?codeblock=3
https://wiki.annhe.net/_export/code/02-%E5%B7%A5%E7%A8%8B%E5%AE%9E%E8%B7%B5/kubernetes/tls?codeblock=4
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"OU": "Scloud"
}
1
"Ca": {
"expiry": "87600h"
}
}
etcd-csr.json

snippet.json

{
IICNII: IletchI’

"hosts": [
"127.0.0.1",
"192.168.53.205",
"192.168.52.63",
"192.168.56.143"

1
Ilkeyll: {
Ilalgoll: IlrsaII’
"size": 2048
}1
"names": [
{
IICII: IICNII’
"ST": "Bei)ing",
IILII: IIBeiJingll'
IIOII: "kSS",
"OU": "Scloud"

kubernetes-csr.json

000 apiserver0000000D0O0O0O apiserverd vipO OO0

snippet.json

{
"CN": "k8sdev",
"hosts": [
"127.0.0.1",
"192.168.53.205",
"192.168.52.63",
"192.168.56.143",


https://wiki.annhe.net/_export/code/02-%E5%B7%A5%E7%A8%8B%E5%AE%9E%E8%B7%B5/kubernetes/tls?codeblock=5
https://wiki.annhe.net/_export/code/02-%E5%B7%A5%E7%A8%8B%E5%AE%9E%E8%B7%B5/kubernetes/tls?codeblock=6
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"10.110.11.123",

"169.169.0.1",
"realdomain.xxx.com",
"kubernetes",
"kubernetes.default",
"kubernetes.default.svc",
"kubernetes.default.svc.cluster”,
"kubernetes.default.svc.cluster.local"

1

"key": {
"algo": "rsa",
"size": 2048

i

"names": [

{

"C": "CN",
"ST": "Bei)ing",
"L": "Bei)ing",
"O": "k8s",
"OuU": "Scloud"

admin-csr.json

snippet.json

{
"CN": "admin",
"hosts": [1,
"key": {
"algo": "rsa",
"size": 2048
h
"names": [
{
"C": "CN",
"ST": "Bei)ing",
"L": "Bei)ing",
"O": "system:masters",
"OU": "Scloud"


https://wiki.annhe.net/_export/code/02-%E5%B7%A5%E7%A8%8B%E5%AE%9E%E8%B7%B5/kubernetes/tls?codeblock=7
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kube-controller-manager-csr.json

snippet.json

{

"CN": "system:kube-controller-manager”,
"key": {

"algo": "rsa",

"size": 2048
}
"hosts": [
"127.0.0.1",
"192.168.56.143",
"192.168.52.63",
"192.168.53.205"

1
"names": [
{
IICII: IICNII’
"ST": "Bei)ing",
IILII: IIBeiJingll’
"O": "system:kube-controller-manager”,
"OuU": "Scloud"

kube-proxy-csr.json

snippet.json

{
"CN": "system:kube-proxy",

"key": {
"algo": "rsa",
"size": 2048
I,
"names": [
{
"C": "CN",
"ST": "Bei)ing",
"L": "Bei)ing",
"O": "k8s",
"OuU": "Scloud"


https://wiki.annhe.net/_export/code/02-%E5%B7%A5%E7%A8%8B%E5%AE%9E%E8%B7%B5/kubernetes/tls?codeblock=8
https://wiki.annhe.net/_export/code/02-%E5%B7%A5%E7%A8%8B%E5%AE%9E%E8%B7%B5/kubernetes/tls?codeblock=9
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kube-scheduler-csr.json

snippet.json

{

"CN": "system:kube-scheduler"”,
"hosts": [
"127.0.0.1",
"192.168.52.63",
"192.168.56.143",
"192.168.53.205"
1
"key": {
"algo": "rsa",
"size": 2048
}h
"names": [
{
"C": "CN",
"ST": "Bei)ing",
"L": "BeiJing",
"O": "system:kube-scheduler"”,
"OuU": "Scloud"

metrics-server-csr.json

snippet.json

{
"CN": "aggregator®",

"hosts": [],
"key": {
"algo": "rsa",
"size": 2048
1,
"names": [
{
"C": "CN",
"ST": "Bei)ing",
"L": "BeiJing",
"O": "k8s",
"OuU": "Scloud"


https://wiki.annhe.net/_export/code/02-%E5%B7%A5%E7%A8%8B%E5%AE%9E%E8%B7%B5/kubernetes/tls?codeblock=10
https://wiki.annhe.net/_export/code/02-%E5%B7%A5%E7%A8%8B%E5%AE%9E%E8%B7%B5/kubernetes/tls?codeblock=11
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front-proxy-ca-csr.json

snippet.json

{
"CN": "k8sdev",
"key": {
"algo": "rsa",
"size": 2048
h
"names": [
{
"C": "CN",
"ST": "Beijing",
"L": "Beijing",
"O": "k8s",
"OU": "Scloud"
}
1
"ca": {
"expiry": "87600h"
}
}

53 2215(0) dashboard

OO0 adminO0 OO .pfx0O 0O

snippet.bash

openssl pkcsl2 -inkey admin-key.pem -in admin.pem -export -out k8sdev-admin.pfx

goobooooooooo

1. 00 capemO 0000000
2. 00 .pfxOO


https://wiki.annhe.net/_export/code/02-%E5%B7%A5%E7%A8%8B%E5%AE%9E%E8%B7%B5/kubernetes/tls?codeblock=12
https://wiki.annhe.net/_export/code/02-%E5%B7%A5%E7%A8%8B%E5%AE%9E%E8%B7%B5/kubernetes/tls?codeblock=13
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